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(54) Limited printing of electronically transmitted information 



(57) Limited printing of a source document (11) is 
performed. The source document (11) is encrypted to 
produce an encrypted document (15). The encrypted 
document (15) is combined v;ith program objects (16) 
to form a limited print document (18). The limited print 



document (1 8) is received by a user. Upon the user ex- 
ecuting the limited print document (1 8). the program ob- 
jects (16) are run. The program objects (1 6) oversee de- 
cryption of the encrypted document (1 5) and printing the 
source document (11) on a printer (41). 
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cally and at the same time prevent the recipient (user) 
from easily printing out multiple copies of the document 
or redistributing the electronic fonri of the document to 
others. Limited print documents can be used to deliver 
documents for payment or for delivery of documents 
based on digital signature. 

[0016] A limited print document is encapsulated in a 
program file. On a personal computer (PC), the limited 
print document is delivered, for example, as an 
executable .exe file. The source document inside the 
limited print document is encrypted so that the source 
document can not be easily extracted by taking apart 
the limited printed document. 

[0017] Figure 1 is a simplified block diagram that illus- 
trates the construction of a limited print document 18. 
The process starts with a source document 11 . For ex- 
ample, source document 11 is authored with a standard 
document preparing tool (e.g. Microsoft Word available 
from Microsoft Corporation, Adobe Photoshop available 
from Adobe Systems, Inc., Quark Express or another of 
many available applications) and stored, for example, 
in a common document transfer format such as Adobe 
Portable Document Format (PDF), developed by Adobe 
Systems, Inc. Alternatively, source document 11 may be 
stored In any format which is printable. 
[001 8] Source document 1 1 is encrypted using an en- 
cryption tool 14. For example, encryption tool 1 4 utilizes 
the Data Encryption Standard (DES) or the International 
Data Encryption Algorithm (IDEA). In a database 1 2, the 
association of an encryption key 13 used for the encryp- 
tion and source document 11 is stored. Encryption tool 
.14 produces an encrypted document 15. 
[0019] A program linker/loader 17 links encrypted 
document 1 5 with program objects 1 6 to produce limited 
print document 1 8. Program objects 1 6 are. for example, 
".obj" files that perform the installation, decryption, and 
printing of limited print document 1 8 on an end user sys- 
tem. Program linker/loader 17 is, for example, a stand- 
ard linker/loader such as that available in Microsoft Vis- 
ual C++ 6.0. Limited print document 18 thus contains 
the program objects 16 and the contents of encrypted 
document 15. 

[0020] Figure 2 is a simplified block diagram that illus- 
trates the download and installation of limited print doc- 
ument 18 by a user (buyer, document consumer). The 
user browses to the document provider's web site and 
selects a document for download. For example, the user 
selects limited print document 18 from provider data- 
base 21 . The user downloads limited print document 1 8 
using nonnal mechanisms within a web browser 29. In- 
stallation software within limited print document 18 is run 
in order to record particulars 27 of the document down- 
load. Particulars 27 include system name, file name, 
date and time, and so on. The provider performs a 
record installation 24 of particulars 27 in a database 23. 
A unique installation identifier 26 is recorded in data- 
base 23 along with particulars 27. Unique installation 
identifier 26 Is also sent to the user where installation 



identifier 26 is sorted along with limited print document 
18 in a user storage area 30. 

[0021] The installation software can be run manually 
by the user, or can execute automatically upon down- 
5 load via Multipurpose Internet Mail Extensions (MIME) 
t^'pes in web browser 29. Alternatively, running of the 
installation software can be deferred until just before 
printing rights are purchased. Automating the installa- 
tion with the use of MIME types requires web browser 
10 29 to be configured to run pre-lnstalled software when 
it encounters a limited print document identified by a 
new "limited print document" MIME type. 
[0022] Figure 3 is a simplified block diagram that illus- 
trates the purchase of printing rights of limited print doc- 
15 ument 18. During purchase, the user supplies to the pro- 
vider unique installation identifier 26 along with, for ex- 
ample, credit card information 36, which provider can 
verify, for example, using a financial institution 35, ac- 
cessed via the internet 22. 
20 [0023] Through a purchase decryption key process 
34, installation identifier match 32 is performed to con- 
firm a corresponding installation identifier Is stored in da- 
tabase 31 . Once payment has been confirmed and a 
match has been made, a decryption key 33 Is forwarded 
25 through internet 22 to the user and stored in storage 30 
along with install identification 26 and limited print doc- 
ument 18. 

[0024] Figure 4 is a simplified block diagram that illus- 
trates the beginning of the process to print limited print 
30 document 18. Limited print document 18 contains pro- 
gram objects (e.g.. .obj files) which perform printing 
functions. When a user executes limited print document 
18, limited print client 49 (a running version of the pro- 
gram objects) from within limited print document is run. 
35 Before performing any printing, limited print client 49 
checks the validity of the installation using unique instal- 
lation identification 26. This Is done, for example, by 
sending unique installation identification 26 through the 
internet 22 to a validate print request process 41 within 
"to the provider domain. Installation identifier match 42 is 
performed to confirm a corresponding installation Iden- 
tifier is stored in database 31 . Depending upon the suc- 
cess of the match, a return message 43 indicating "Go" 
or "No Go" indicates whether the print may be per- 
•^5 formed. When the "Go" message has been received, 
limited print client 49 uses decryption key 33 to decrypt 
the data contents of limited print document 1 8 to recover 
source document 11 . Limited print client 49 then prints 
source document 11 on a printer 41 that is part of or 
so attached to the user computer system. 

[0025] Figure 5 is a simplified block diagram that Illus- 
trates the completion of the process to print limited print 
document 18. After printing source document 1 1 , limited 
print client 49 waits for the user to acknowledge that a 
55 good copy of source document 1 1 was printed. The user 
gives the acknowledgement through use of a dialog win- 
dow or other familiar user interface mechanism on the 
user computer system. Alternatively, the acknowledge- 
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(d.1) using an installation identifier (26) to con- 
firm permission to print the source document 
(11), Including the following substeps; 

forwarding the Installation identifier (26) 
through the internet (22) to a document 
provider, 

checking the installation identifier (26) by 
the document provider against Information 
stored in a database (31), and 
forwarding by the document provider to the 
program objects (16) an indication as to 
whether permission Is confinmed; and.. 

(d.2) upon confirmation of permission to print 
the source document (11), performing the fol- 
lowing substeps: 

decrypting the encrypted document (15), 
printing the source document (11) on the 
printer (41), and upon completion of print- 
ing, destroying the limited print document 
(18). 

3. A method as In claim 1 wherein in step (d) upon run- 
ning the program objects (16), the following sub- 
steps are performed: 

(d.1) using an installation identifier (26) to con- 
firm permission to print the source document 
(11), including the following substep: 

comparing the installation identifier (26) 
with identification information pertaining to a 
computing system on which the programming 
object is running to determine whether a com- 
puting system on which the program objects 
(16) are running is authorized to perform a print; 
and, 

(d.2) upon confinnation of permission to print 
the source document (11), printing the source 
document (11) on the printer (41), 

4. A method as in claim 1 wherein In step (c) includes 
the following substeps: 

(c.1) purchasing, by the user, rights to print 
the source document (11). 

5. A method as in claim 1 wherein in step (c)includes 
the following substeps: 

(c.1) receiving, by the user, a decryption key 
to be used for decrypting the encrypted document 
(15) in response to the user purchasing rights to 
print the source document (11). 

6. A limited print document (18) comprising: 

an encrypted document (15) that when decrypt- 
ed is a source document (11); and, 



program objects (16) which when run on a com- 
puting system oversee decryption of the en- 
crypted document (15) and printing the source 
document (11) on a printer (41). 

5 

7. A limited print document (1 8) as in claim 6 wherein 
the program objects (16) use an installation identi- 
fier (25) to confirm permission to print the source 
document (11), and upon confirmation of permis- 

10 sion to print the source document (11), decrypting 
the encrypted document (15), printing the source 
document (11) on the printer (41), and upon com- 
pletion of printing the program objects (1 6), destroy- 
ing the limited print document (18). 

75 

8. A limited print document (1 8) as in claim 6 wherein 
the program objects (16) use an installation identi- 
fier (26) to confirm permission to phnt the source 
document (11), forwarding the installation identifier 

20 (26) through the internet (22) to a document provid- 
er to determine whether there exists permission to 
print the source document (11 ) on the printer (41). 

9. A limited print document (1 8) as in claim 6 wherein 
25 the program objects (1 6)use an installation identifi- 
er (26) to confirm permission to print the source doc- 
ument (11) by comparing the installation identifier 
(26) with Identification information pertaining to a 
computing system on which the programming ob- 

30 ject is running to detennine whether a computing 
system on which the program objects (16) are run- 
ning is authorized to perform a print of the source 
document (11). 

55 10. A limited print document (1 8) as in claim 6 wherein 
the program objects (16) use a decryption key to be 
used for decrypting the encrypted document (15), 
the decryption key being received in response to 
purchasing of rights to print the source document 

40 (11). 
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(54) Limited printing of electronically transmitted information 



(57) Limited printing of a source document (11) Is 

performed. The source document (11) is encrypted to 
produce an encrypted document (15). The encrypted 
document (15) is combined v/ith program objects (16) 
to form a limited print document (18). The limited print 



document (1 8) Is received by a user. Upon the user ex- 
ecuting the limited print document (1 8), the program ob- 
jects (1 6) are run. The program objects (16) oversee de- 
cryption of the encrypted document (15) and printing the 
source document (11) on a printer (41). 
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